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Abstract. One of the steps in software development is to test the software product. With the development of
technology, the testing process has improved to automated testing, which reduces the impact of the human factor on
error and speeds up testing. The main software products for testing are considered to be web applications, web services,
mobile applications and performance testing. According to the testing pyramid, when testing web services, you need to
develop more test cases than when testing a web application. Because automation involves writing software code for
testing, the use of ready-made tools will speed up the software development process. One of the most important test
indicators is the coverage of search functionality. The search functionality of a web application or web service requires
a large number of cases, as you need to provide many conditions for its operation through the free entry of any
information on the web page.

There is an approach to data-based testing, which involves working with a test data set through files such as
CSV, XLS, JSON, XML and others. However, finding input for testing takes a lot of time when creating test cases and
automated test scenarios. It is proposed to use artificial data set generators based on real values and popular queries on
the website to form a test data set. In addition, it is possible to take into account the probable techniques of developing
test cases.

It is proposed to conditionally divide the software for testing into several layers: client, test, work with data,
checks and reports. The Java programming language has a number of libraries for working at each of these levels. It is
proposed to use Rest Assured as a Restful client, TestNG as a library for writing tests with checks, and Allure report for
generating reports.

It is noted that the proposed approach uses artificial intelligence for automated selection of test cases when
creating a test to diversify test approaches and simulate human input and behavior to maximize the use of cases.

Keywords: automation testing, artificial intelligence, synthetic data, data generator, artificial datasets, web API
testing, data-driven testing.
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AHoTtanis. OfHUM 13 eTamiB npu po3poOIL NpOorpaMHOro 3a0e3Me4eHHs € TECTYBaHHS NPOTrPaMHOTO HPOIYKTY.
3 PO3BUTKOM TEXHOJIOTIH IpOLEC TECTYBaHHs yJIOCKOHAIUBCS JI0 aBTOMaTH30BaHOTO TECTYBAHHS, SIKE€ 3MCHILYE BIUIUB
JIIOJICBKOTO (haKTOpy Ha IOMWIKY Ta MNPHIIBHAIIYE TecTyBaHHs. OCHOBHHUMH IPOTPaMHHMMH NPOJYKTaMH IS
TECTyBaHHs BBaXAIOThCS Be03aCTOCYHKH, BeOCcepBicH, MOOLTBHI I0JIaTKH Ta TeCTyBaHHS edekTHBHOCTI. BinnosigHo 1o
mipamiTy TECTyBaHHsS, TPH TECTyBaHHI BeOCepBiCiB MOTPiOHO po3poOisATH Oinblle TECTOBUX BHMAKIB, HIK IS
TecTyBaHHs BeO3acTocyHKy. OCKUTbKH aBTOMATH3aIlis Iepeadavyae HAMCAHHS MIPOTPAMHOTO KOAY U TECTYyBaHHS, TO
BUKOPUCTAHHSA TOTOBHX I1HCTPYMEHTIB NPHIIBHIAIINTG IPOIEC PO3POOKH MporpamHOro 3abesmedeHHs. OgHEM 3
HaBaXJIMBIIINX TECTOBUX IIOKAa3HMKIB BBAKAETHCS IMOKPUTTS TOIIYKOBOTO GyHKIiOHATY. [lomykoBuid (yHKIiOHAT
Be03aCTOCYHKY 4H BeOcepBicy moTpeOye OINpalmioBaHHS BEIUKOTO OOCSTY BHIANKIB, OCKUIBKH MOTPiOHO mepeadadaTi
MHOXHHY YMOB Horo ()yHKIIOHYBaHHS yepe3 BUTbHE BBEICHHS Oyab-saKkoi iHpopMarlii Ha BeOCTOPIHKY.

IcHye miaxixm mo TecTyBaHHA Ha OCHOBI JaHWX, SIKHI mepembadae poOOTy 3 TECTOBHM HA0OpPOM JaHHX depes
¢aiimn Tuny CSV, XLS, JSON, XML Ta ixmi. [Ipore, momryk BXiHUX AaHUX Ul TeCTyBaHHS 3a0upae Oarato gacy
IPU CTBOPEHHI TECTOBMX BHUIAAKIB Ta aBTOMAaTH30BaHMX TECTOBHX CIIEHapiiB. 3amporOHOBAaHO BHUKOPHCTATH
TeHepaTopy IITYYHOrO HA0Opy JaHMX Ha OCHOBI peaJibHUX 3HA4YeHb Ta MOMYJSPHUX 3alMTIB Ha BeOcalTi s
(opMyBaHHs TecTOBOro Habopy AaHuX. KpiMm 11boro, € MOXJIMBICTh BpaxyBaTH HMOBIpHI TEXHIKH PO3POOKH TECTOBHX
BUIIAJKIB.

[Iporpamue 3a0e3meveHHs JUIi TECTyBaHHS 3alpONOHOBAHO YMOBHO TIOJAUIMTH Ha JIEKUIbKA MpPOIIApKIiB:
KIIIEHTCHKUH, TECTOBUH, poOOTa 3 MaHWMH, IEPEeBIpKH Ta 3BiTH. Y MOBI mporpamyBaHHS Java € psg GibmioTex ass
po6oTH Ha KOXKHOMY 3 HuX piBHIB. 3ampomonoBano Bukopmctatd REST Assured, sk RESTful Client, TestNG sx
6101i0TeKH 1J1s1 HATIMCAHHS TECTIB 3 IepeBipkamu, a Takox Allure report mis renepyBaHHs 3BITIB.

Bin3HaueHo, 10 3aNPOIIOHOBAHUI 3 ypaxyBaHHIM IITYYHOT'O IHTENEKTY MiXiJ JUIl aBTOMAaTH30BaHOTO Mi00pY
TECTOBHX BHUIIAJIKIiB IIPH CTBOPEHHI TECTY YPi3HOMAHITHHTBH TECTOBI IaHi, MAaKCHMAJIbHO CTUMYJIOBATHME BBCICHHS
JIAaHUX JIIOZMHOIO Ta OBEAIHKY JJIsl IOKPHUTTS OUIBILOCT] BUIIAIKIB.

KaiouoBi cjioBa: aBTOMarn3oBaHe TeCTyBaHHS, INTYYHHH IHTEJIEKT, CHHTETWUYHI JaHi, TeHEpaTop AaHMUX,
LITyYHUH HaOip JaHUX, TeCTyBaHHs BeOCEpBICY, TECTYBaHHS Ha OCHOBI JIJaHUX.

Introduction popular in recent years. When generating
Artificial intelligence involves checks for web services, you should take into
modeling the ability of human intelligence by account the status of codes and responses in
intelligent machines of various kinds. Today, JavaScript Object Notation (JSON) format.
artificial intelligence is increasingly being Therefore, API testing involves understanding
integrated into software quality assurance. and working on the Internet [6].
Such an approach is best suited for automated
type testing. In addition, it is worth Literature review
mentioning that the web service requires the In recent years, the use of artificial
most  attention when testing because intelligence in testing has been particularly
malfunctions in the various Application intensively considered [1, 4]. There are a
Programming Interfaces (APIs) can cause large number of materials for data generation
errors in the work and and affect the status of using genetic algorithms with metaheuristic
the web pages. The web service is used to search methods [11], and simple solutions,
communicate with clients and the web server namely synthetic ones are described in [3, 8].
using the Internet [6]. It is also worth noting Moreover, different layers use machine
that it is still possible to test a web page learning approaches, depending on the
manually, and testing a web service with a implementation. The basic architecture of the
large number of requests can take a lot of time framework extension consists of testing based
and resources. Therefore, API testing requires on the data approach presented in [7].
writing test scripts. Regarding the process of data generation, the
One of the main reasons for failing tests article [9] describes various approaches, such
is frequent data changes. In test scenarios, you as random, target-oriented, intelligent, path
need to specify the expected result to check oriented data generators. However, it is worth
for convergence procedures. Usually, these considering the use of existing ready-made
are usually specific values that can vary. libraries and capabilities in selecting the right
Among the most common types of web data for the chosen data-driven testing
services are REST, SOAP, XML-RPC. approach.

In recent trends, the implementation of
the REST - Restful architecture is the most
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Fig.1. Basic layers of the framework
for automated testing

Figure 1 shows the main components
that make up the framework for automated
testing. The main types of API [2] and
graphical user interface (GUI) [5] testing
using different techniques for writing code are
considered in the works.

Testing can be applied to a pre-designed
system for detecting defects [10]. This system
has the ability to fully and partially search for
data.

Methods and Materials

When developing a framework for
automated testing, it is necessary to use
several important libraries that simplify code
writing.

RestAssured library is designed to
communicate with the web service.

TestNG is considered to be the most
well-known tool for setting up and writing
test scripts due to a large number of
possibilities for setting up the test.

Allure report is the most convenient for
reporting after testing. This reporting form
displays trends, path rate, number of passed
and failed tests. The obtained parameters help
to determine the test indicators and present
the results in a modern presentation.

Among the main approaches to testing
are behavior-driven, data-driven, test-driven,
keyword-driven testing, and others. Since
working with data is most used in data-driven
testing, it is worth considering a method using
the closest possible generated data set.

A maven is a popular tool for
assembling a framework with different phases
of construction and automatic loading of
external libraries.

Assert J provides a set of advanced
validations to flexibly process existing and
expected results.

The Apache POI library belongs to the
Java API and is used to work with Microsoft
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files. In the case of automated testing, the
library is applied to read the generated values
into tests.

A synthetic method uses for filling an
artificial data set of different resources.
Synthetically ~ generated  datasets  are
increasingly used for machine learning. The
Java Faker library in the developed
framework is used for the generation of this
type of data.

Test case design techniques are used
from testing theory [13].

Problem Formulation

Lack of data in testing is a fairly
common problem faced by most researchers
and software testers. This is especially
common with search queries for picking up
non-existent values and is time-consuming.

In addition, to obtain information, you
need to access the web service using Uniform
Resource Locator (URL). To form a specific
request, you need to build a path to the
resource in the network. The main
components of a URL are host, port, and set
of parameters. In turn, the parameters form
pairs with a key and a value.

The g parameter is often used for search
queries. Such queries are the most complex
because they require checking the conditions
of a full search, partial, and in some cases
autocomplete.

The formation of a uniform data set
complicates the testing process due to a large
number of duplicates. That is why the
approach proposed in this paper allows you to
replace duplicates with randomly generated
characters that are used as a test data set. In
this case, testing will be as close as possible
to user input.

It is also worth mentioning that
duplication of tests is reduced by selecting a
test data set.

Objective

The main purpose of this work is to use
the automatic generation of realistic data
taking into account the synthetic method for
the automated testing process.

In most cases, a separate framework is
developed to ensure uniformity and realism of
type testing as a client. In addition, access to
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the web service is external, not directly
through the code. In such cases, the web
service is considered as a black box with
known inputs and expected outputs. The
inputs mean that there are related to business
requirements and documentation. This allows
you to develop test cases based on various
techniques, such as specification-based and
structured-based. This is especially important
when the outputs are the values that in the
tests should match the expected results.

Testing results

The process of automated testing
consists of the selection of test tools for the
framework, the formation of test scenarios,
writing the tests themselves, and analyzing
the results.

In fig. 2 shows the main tools used to
develop the framework and characterize the
interaction between them. The central element
of the system is TestNG, which is used to
configure the test, as by analogy with fig.1 it
is a formed test layer. This tool provides
communication with other components of the
framework.

“-f‘r—“:t:u
|

y‘,--umuo@"<— Tesﬂ\l —sMaven—' ) Allure

l

Assartj

Fig. 2. Interaction between the main tools in the
developed framework for automated testing

Equivalence partition and boundary
value analysis can be used in the case of
testing the web service of the basic test design
techniques of black-box testing.

Relevant test data are formed on the
basis of test design techniques according to
the following rules:

- No data. Empty values for text fields
or null values for numeric values

- With correct and incorrect data

- lllegal symbols

- Boundary conditions [13]

Figure 3 shows the basic rules for
forming many types of data sets.

The process of data generation is shown
in Fig.4. The input components are real data
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from the Java Faker library, a file with illegal
symbols for generating incorrect queries, and
a list of popular queries for compiling
statistics of the most used parts of the
functionality.

Boudary
condition
data No data
M"number™: 0} "number™: null}

{"number™; -1} ’
"numbes™: | \ /
Test
Data
Sets
|
v
Invalid data
{mumber™: 2147483648

Valid data

LAY L e B
{"number™: 1}

Ilegal data

{"number™: ] -— .

Fig. 3. Description of test data set options

e

Fig. 4. The process of data generation

Popular queries can be obtained using
New Relic [12] or from other monitoring
tools.

The generation process is based on the
random extraction of each data element and
the formation of a complete record in the
appropriate format in the file.

Entity Generation is based on
serialization/deserialization processes from
objects of a certain format and vice versa. The
main file types are Excel Binary File Format
(XLS), Comma-Separated Values (CSV), and
JavaScript Object Notation (JSON) for storing
test data.

Obtaining and visualizing the results is
an important step in the development of
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automated tests because it allows you to
analyze the test results.
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Fig. 5. Graphical user interface with test results
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Fig. 6. Detailed test results

In fig. 5 shows the graphical interface of
the tool for reporting Allure with test results.
166 different test data sets have been
generated in this run. In addition, we can see
from the report that the path rate is
approximately 84%. The next step is to
analyze the list of failed tests to correct errors
in the web service.
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After restarting the procedure several
times, we are constantly improving the
software. In this case, unpredictable
combinations may occur that the tester may
miss when compiling the test scenario.

As you can see in fig. 6, deploying all
the test cases, you can determine the cause of
failure of a particular scenario. In this case,
the search engine did not use illegal
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characters such as’$ and others. In addition,
you can analyze the search capabilities of the
web service in terms of the full or partial
search for information.

Conclusion

The paper presents one of the examples
of the use of artificial intelligence in the
process of writing and implementing a
method of automated testing. Namely,
synthetic data are used with the formation of
ready-made data sets, as well as taking into
account the techniques of developing test
cases.

Most sites generate page content based
on responses from web services. The most
difficult to cover and most used are the search
functions on the web page. Search is a fairly
flexible property on most sites. Therefore, it is
noted that the offered technique allows to
enter the text as full, partial, and also on the
identifier. In partial cases, auto-replenishment
may occur. For the correct and most similar to
the input of data from a wide range of
consumers need to have a real set of values,
which are often personalized, and sometimes
there is a limited number.

Synthetic data are quite useful for
applied research, as it is possible to
implement a procedure for generating an
artificial data set to replace real values. In
addition, such a data set can be used for the
process of entering data into the database and
then the tests allow to obtain the appropriate
realistic expectations.

The testing process helps to reduce the
number of errors in the software and
constantly improve it.

Thus, the testing method proposed in
this paper is best suited for the data-driven
approach and simplifies the data generation
process.
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